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TODAY’S TECHNOLOGY LANDSCAPE

Users and their devices The wonderful world of IoT
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THE ATTACK SURFACE — MANY RISKS
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ATTACK ORIGINS ATTACK TYPES KTARG LIVEATTACKS

COUNTRY #  PORT SERVIGE TYPE
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unknown
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TW0 EXAMPLES. ..

The wonderful world of IoT Users and their many devices
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CYBER RISK IN I0T

Some key enterprise risks to consider:

Disruption and denial-of-service attacks on organisation’s IoT devices
Understanding the complexity of IoT vulnerabilities & vulnerability
management

Identifying, implementing appropriate security controls

One of the largest enterprise risks in my mind:

‘Smart insider’ Unlike smartphones,
these devices are

more difficult to

Devices increasingly secure

brought into the
enterprise / meetings
(often unknown to

employer) - Devices could
: facilitate an insider

attack and leave no

Like smartphones, digital trace

devices have access
to, and store

corporate data | Jason RC Nurse, Arnau Erola, Ioannis Agrafiotis, Michael Goldsmith,
_ _ and Sadie Creese. "Smart Insiders: Exploring the Threat from
1 @ p Insiders using the Internet-of-Things." In International Workshop
on Secure Internet of Things (SIoT), pp. 5-14. IEEE, 20185.
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CYBER RISK IN I0T: ATTACK VECTORS

AV1:Discrete audio recording
attack

https://www.blackhat.com/us-14/briefings.html#my-google-glass-sees-your-passwords

AV3: Discrete backdoor
installation / APT
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CYBER RISK VIR USERS

Most Cyber Attacks Due to Trick Emails, Errors, Not Sophisticated Hacking
(Insurance Journal, 2015)

User mistakes aid most cyber attacks, Verizon and Symantec studies show
(Reuters, 2015)

Spear Phishing: The Secret Weapon Behind the Worst Cyber Attacks
(Clouldmark, 2016)
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USERS... HOW TO GET IT RIGHT? =

Information Security

Awareness Training
Program
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Security awareness and training is critical, but still many outstanding questions:
How often to train?

Is it better to use the carrot or the stick?

How to measure effectiveness?

Building a cyber aware culture is key, but how can this be efficiently achieved?

Maria Bada, Angela M. Sasse, and Jason RC Nurse. "Cyber Security Awareness Campaigns: Why do they
fail to change behaviour?." In International Conference on Cyber Security for Sustainable Society. pp.
118-131. 2015. http://www.cs.ox.ac.uk/files/7194/csss2015_bada_et_al.pdf
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THERE WILL ALWAYS BE RISKS...
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CONCISE IT LACKS
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The key is in how they are managed!
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THANKS FOR LISTENING!

Dr Jason R. C. Nurse PhD. MSc. BSc. MBCS
jason.nurse@cs.ox.ac.uk
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