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Disclaimer

Any views and opinions expressed in this presentation or any material distributed in
conjunction with it solely reflect the views of the author and nothing herein is intended
to, or should be deemed, to reflect the views or opinions of the employer of the
presenter.

The information, statements, opinions, documents or any other material which is
made available to you during this presentation are without any warranty, express or
implied, including, but not limited to, warranties of correctness, of completeness, of
fitness for any particular purpose.
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The World is becoming more uncertain….

The Risk Universe is Expanding

Evolving 
health trends

Changing 
demographics

Shifting social 
& geopolitical 

landscapes

Emerging 
technologies

Hyper-
connectivity

New business 
and finance 

models

Global climate 
change

Deterioration 
of the 

environment
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Several Definitions - e.g. Lloyds Definition

SCOR Definition - Qualities of Emerging Risks

Emerging Risks  
Concept and Characteristics

Emerging Risks (ER) present a very high degree of uncertainty
ER characteristics:
 Difficult to quantify
 Difficult to assess (frequency and severity)
 Difficult to anticipate potential future related claims and other

consequences

Emerging risks include new threats but also evolving risks:
 Previously unknown risks
 Risks that are known but rapidly developing

"an issue that is perceived to be potentially significant
but which may not be fully understood or allowed 

for in insurance terms and conditions, pricing, 
reserving or capital setting" 
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So what? Why should re/insurers care?
a. Emerging Risks have potential negative impacts on in-force business

 Property Re/insurance
More frequent claims from natural catastrophes – challenging
future business profitability

 Casualty Re/insurance
Litigation of non-renewable energy companies for contribution to
C emissions and consequences on society; impacts on health
and healthcare costs – workers compensation lines

 Life Re/insurance
Impacts of heat waves on mortality/ chronic conditions;
changing patterns of disease occurrence due to vector migration
(e.g. mosquitos)

E.g. Climate Change Impacts

 Casualty Re/insurance
Increasing instances of litigations against companies due to use
of potentially harmful chemicals in their products:
• Glyphosate (e.g. Bayer - Monsanto)
• Talc (Johnson & Johnson)

 Life Re/insurance
Impacts of long term mortality trends – increasing occurrence of
chronic conditions such as cancer

E.g. Human Exposure to Harmful Chemicals 
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So what? Why should re/insurers care?
b. Emerging Risks provide raw material for new re/insurance solutions

Presents one of the biggest opportunities for the re/insurance 
industry;

 +ve: increasing demand for insurance solutions as the 
frequency and severity of cyber threats is set to increase

 ?? gaps in understanding of risk – limited modelling solutions 
and therefore difficulties around loss estimation and risk pricing

Cyber

New Technologies – e.g. Autonomous Vehicles

Re/insurance of autonomous cars will require new thinking around 
how the risk is underwritten;

 +ve: potential for decreasing claims frequency and therefore 
increased profitability (fewer accidents)

 ?? possibility for larger claims due to systemic system faults
 ?? assigning fault in the case of an accident
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So what? Why should re/insurers care?
c. Consideration of emerging risks is important for supervisors and rating agencies 

E.g. Solvency II

 Under SII, the risk management function is required to include the identification and assessment of emerging risks.

 SII encourages a forward-looking approach to risk management – considering future developments that could impact the
business;
 a company’s Own Risk and Solvency Assessment (ORSA) should consider emerging risk management.

Re/insurance Regulatory Requirements

 Rating agencies consider treatment of emerging risks when rating the ERM framework of a re/insurer:

 E.g. AM Best

“…The ERM program should also ensure that emerging risks identified within the organisation are properly fed
back to the top…..”

 E.g. S&P

“The re/insurer has well-established processes for identifying and monitoring emerging risks, analyzing their
significance and preparing for and/or potentially mitigating them.”

Rating Agencies
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Emerging Risk Management at SCOR

 The Emerging Risks process is open to everybody at SCOR via a collaborative internal website.

Emerging Risk Assessment Process – Part of SCOR’s ERM Framework

Emerging Risk Universe: 213 risks identified

Identification 
of loss potential

Mitigation strategies to 
manage negative 

impacts

Assessment in transversal panels 
(Risk Management & Business 

Divisions)

Analysis of 
business 

opportunities

Implementation of new 
U/W products/process 

efficiencies

Risk 
selection
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Risk Identification
SCORWatch Monthly Newsletter

 SCORWatch is a news 
database that can be 
searched using key words

 Topical subjects connected 
to emerging risks can be 
“tagged” (e.g. Opioids, 
Drones), used to produce a 
newsletter with articles 
linked to the identified risks

 This information is 
communicated to Emerging 
Risk “Observers” at SCOR



12

Risk Assessment

 The “spider” allows a quick visual assessment of:
• Lack of understanding of risk
• Legal uncertainty
• Time horizon
• Geographic scope
• Market economic loss potential
• Public awareness
• Impact on SCOR main risk drivers

 General description of the topic

 Two scenarios are assessed for their impact on SCOR’s
divisions and assets

 Outcome of the more severe scenario on SGP&C, SGL,
and investments is shown as coloured bars

 Potential impact on SCOR’s operations and reputation is
assessed

 Conclusions and recommendations, e.g. further analysis,
mitigation actions, early warning systems

Each Emerging Risk has a One-page Template
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Outcomes
Reporting to Management Aiding Strategic Decision-making

 Quarterly reporting to the Group Risk Committee

 Quarterly reporting to the Board Risk Committee

 Annual reporting – Emerging Risk Report

Developing business case initiatives

Developing mitigation strategies for negative 
risk exposures (introducing sub-limits, exclusions, 
purchasing retrocession)
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SCOR participates in the CRO Forum Emerging Risks Initiative (ERI)

The 2018 ERI position paper will be focusing on ‘Climate Change – Tipping Points and Extreme Weather Patterns’ 
(expected November 2018)

2015 – The Smart Factory 2016 – Water Risks 2017 – Autonomous Machines 2018 – Climate Change
To be released end of 2018 

 SCOR is member of the ERI since 2014 and has been chairing it in 2016 and 2017.
 The ERI group includes major insurers and reinsurers: 

Allianz, AXA, Generali, Hannover Re, Lloyd’s, Nationale Nederlanden, Munich Re, Old Mutual, Prudential, RSA, Uniqua, 
SCOR, Swiss Re, Zurich Insurance.

Annual position papers going back
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Context

 The SCOR risk map captures the risks SCOR is exposed to and confirms whether the 
material quantifiable risks* are included in the internal model and, together with results of 
the validation, supports the demonstration of the completeness of the internal model.

 It covers SCOR Group and the legal entities sing the internal model under SII).

Risk Map Process

 Targeted quarterly reviews are performed which focussed on the identification of material 
changes in :
 the risks SCOR is exposed to,
 the coverage of the internal model, and/ or
 the expected materiality of non-modelled risks

 A annual comprehensive review

Main Outcomes
 Based on targeted reviews completed and the work performed for the comprehensive review, 

SCOR has not identified any material changes in the risks to which it is exposed, internal 
model coverage or expected materiality of non-modelled risks which would lead to a 
change in the assessment of the completeness of the internal model.

*Over a 1-year time horizon

Risk Map Process
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Expected Evolution of the modelling of Emerging Risks 

Valuation (Cedent and SCOR terms and Conditions)

Application of Cedent and 
SCOR Terms and 
Conditions

1. Understanding the Exposure

Exposure identified
•Which Insureds?
•As a R/I this stage is 
heavily reliant on cedent
data

Maximum exposure 
(Notional) could be 
established, but this may 
be an unrealistic scenario 
and not useful for effective 
exposure management

2. Understanding the Risk (Scenarios)

Generate a more realistic 
extreme scenario
•Utilize Internal Experts / 
External Sources

Probable Maximum 
Loss (PML)
Could be used for 
Exposure Management

Ex: Terrorism Modelling

3. Complete Modelling of 
Risk (Probabilistic)

Modelling of many 
scenarios
•Comprehensively

Full Stochastic Model
Could be used:
•Pricing
•Capital Modelling

Ex: NatCAT Modelling

1. Understanding the Exposure

• Even with this limited information, the urgency in refining policy / contract wording would be made more clear.

2. Understanding the Risk

• More informed decisions could be made.  Extreme scenarios that are indicative of a PML could enable comfort on 

underwriting risk in a limited capacity

3. Complete Modelling of Risk (Probabilistic)

• Risk could be more credibly priced and exposure fully controlled
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Most material modelling Issues
Unsurprisingly it is DATA related

Issue Further Detail

Exposure Data Can we access the required insured risk information from our cedents / brokers? 
As a Reinsurer, we rely on access to the individual insured risks 
• Requires some effort – key is standardisation and automation
• Data Privacy concerns need to be adhered 

Does the cedent have the required information?
• For emerging risks it may not have been the practice to request the relevant information from the 

insured.  (e.g. Silent Cyber)

Risk Data Do we have access to the data to model the risk?
Modelling of the Risk could either evolve from
• Specialized Vendor Tools.  Examples:

• RMS for Terrorism
• Praedicat for exposure to large potential US Tort cases

• Bespoke Internal Models.  Example:
• Nat CAT Peril Regions not modelled in Vendor Tools (Flood in China)

Choice is largely a function of who has better access to data, but accessing this data can be a challlenge

Managing 
Expectations

Data quality and Data Access challenges means that It takes time…..
• This is largely a constraint related to how quickly credible data could be accessed and understood
• Data quality challenges will always exist and the bigger the data, the bigger the challenge 

Techniques for handling large volumes of data have revisited given that technology has caught up.  

Big Data Solutions avail, but access to the data is needed. 
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Conclusion

Emerging risks are a key component of strategic decision making.

Emerging risk identification and assessment requires involvement 
of staff across a broad range of company disciplines.

The challenge for insurers is to manage the downsides of emerging 
risk while seizing opportunities to provide new solutions and 
support for their clients.

Data, both for Exposure and Risk remain the largest modelling 
challenges
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Outcomes
SCOR’s Emerging Risks Radar

SCOR’s
Main 
Risks

Emerging 
Risk

Legend:

TREND

Potential impact for SCOR
Highly critical

Critical

Low critical

Likelihood of occurrence in the next 10 years:

LowMediumHigh

Impact and likelihood based on the 
worst case scenario assessed

CHANGING 
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CHANGE

Extreme 
social 
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frequency 
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Blockchain

Cyber attack
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Endocrine 
disruptors

Emerging 
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Legal & 
regulatory 
uncertainty Artificial 
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Air 
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availability

Eurozone 
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Biodiversity 
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Stranded 
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pollution

Medication 
abuse

EVOLVING HEALTH 
TRENDS
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Questions & Answers
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Emerging Risks and Trends

APPENDIX / BACKUP
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Selected Emerging Risks with relevance for non-life insurance companies
Risks Description and potential on non-life (re)insurance industry

Nano-
technologies

Specific attention on 3 types of Nanos with possible impact on human health or environmental hazards: Carbon nanotubes and fibres (CNT & CNF), nanosilver
and nano-TiO2. 
→ Most Exposed LoBs would be Workers Comp. / Employers Liability, followed by Environmental, Product Liability. 

Autonomous
Vehicles

Real full self-driving not expected to be significant before 2025. Expected new risks, public fear and scepticism.  
Motor Third Party Liability Insurance (MTPL) is the main LoBs impacted: it could trigger a drop in frequency from improved safety devices and an increase in
liability claims against manufacturers (product liablity)
→ Major threat: potential deterioration of MTPL long term reserves and/or the occurrence of an annual aggregation of a serial loss. 

Blockchain 

Decentralized, open database which users can access directly without a bank as intermediary. This technology can affect all economic sectors where
relationships (i) generate contracts, (ii) need a trusted third-party –“le tiers de confiance”, – and (iii) can be easily dematerialized. These features are particularly
relevant for financial services, banking, insurance, legal, compliance and administration.
→ Short term, no particular risk. Medium/long term opportunity for the insurance industry to reduce frictional costs and speed up transactions, and so also
impacting reinsurer’s business processes and potentially also their business models.

Cyber Risks

Cyber exposures are twofold:
 -  from a malicious attack on IT systems. On the regulatory side, a new EU regulation, the General Data Protection Regulation (GDPR), will start on 25 May 2018: 
companies that fail to efficiently protect personal data could face fines up to 4% of the revenue, which could represent a substantial risk for (re)insurers.
 - from the in-force book of business through silent cover on insurance policies or through specific cyber covers given by (re)insurers. From an insurance 
perspective, there are distinct challenges in assessing and attempting to quantify potential cyber exposures both affirmative (specific cyber cover) and silent (no 
specific exclusions). 

3D Printing → Potential for a severe liability loss, with intellectual property loss implications. Impacts can be widespread.

Extreme Social
 Unrest

Expected decrease in government stability in the next three years, with investors in developing markets most susceptible to negative shifts. Businesses and
investors used to the traditionally stable markets of Europe will need to adapt the most.
→ Exposure to war and social unrest may vary on a case by case basis

Eurozone
Break-up

2016 marked by major political and geopolitical events: Brexit in June and Election of Donald Trump in November. With upcoming elections in various countries in 
Europe, growing risk of  pressure on the European Union (EU)  and the likelihood of its collapse cannot be ignored (France, Germany, Italy). 
→ Potential impacts on (re)insurers may vary on a case by case basis

Permafrost 
Thawing

As an effect of global warming, Arctic region warmed at more than double the world average rate of increase, and so permafrost in the Arctic region starts to thaw.
Need to further evaluate the potential risks for which insurance coverages would respond, e.g. engineering works, property losses, and exposures to pollution
such as pipeline rupture, clean-up costs, or containment structures that are installed on frozen grounds. 
→ Limited impact expected at this stage.

TRENDS: Global Climate Change; Deterioration of the Environment

TRENDS: Changing Demographics; Shifting Social & Geopolitical Landscapes

TRENDS: Emerging Technologies; Hyperconnectivity; New Business & Finance Models
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Quantifying Impacts of Emerging Risks

 Scenario analysis is a useful method to estimate extreme losses in the absence of a 
reliable model

 The technique takes an imagine extreme event (or extreme historic event) and 
estimates losses from the event based on the company’s underlying exposure

 + the technique is conceptually easy to understand
 - no concept of frequency as no return period attached to the event

Footprint assessment provides a tool suited to the quantification of impacts from Emerging Risks

 SCOR has analysed 17 past Nat Cat events, including several major North America quakes, North Atlantic Hurricanes, 
Japan quakes, Japan Typhoon, Europe Windstorms and Europe Quakes but also non-peak events (earthquakes in China, 
Turkey and Peru).

 SCOR is regularly assessing the impact of hypothetical scenarios:
− a coordinated wave of 6 conventional terrorist attacks (in New York City, Tokyo, Frankfurt, London, Washington D.C., 

Paris)
− a chemical attack, using Sarin gas or VX, in the Madison Square Stadium (New York City)
− the emergence over 10 to 20 years of a resistance to antibiotics
− scenarios of cyber accumulation (leading to losses for the P&C division and SCOR’s own operations)
− hypothetical combinations of Nat Cat events occurring in a given year, that are used to test the resilience of SCOR’s retro 

program
− sensitivity tests of SCOR’s Solvency Ratio to various market and credit risk stresses.

SCOR analyses a variety of both historic and hypothetical “worst case” 
scenarios/stress tests on a frequent basis
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Examples of Some Recent Footprint Scenarios

 Scenario assessed was that of a terrorist attack, releasing a
nerve agent (100 kg Sarin gas) via the heating ventilation &
air conditioning system of a concert hall (capacity c. 20,000)
during an ‘80s rock concert.

 Analysis of toxic effects of the gas (median lethal dose),
factors influencing outcomes and likelihood of event to
occur.

 Impacts analysed on following

1. Impact on SCOR’s business (P&C treaties, Specialty 
reinsurance (SBS), SCOR Channel syndicate and Life 
business)

2. Economic loss estimate
3. Impact on Group’s solvency & financial flexibility
4. Impact on Group’s rating
5. Liquidity strain
6. Impact on Group’s operations

 Overall conclusions

Scenario overall severity: Low
Scenario likelihood: Very unlikely

Chemical Terrorism Event - Nerve Agent Release in Madison Square Garden

Scenario class: Terrorism (non-historical)
Teams involved: Life Retro team, P&C risk management, 

P&C U/W management, Rating team, Senior Economist, Group
Risk management
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Examples of Some Recent Footprint Scenarios

 Scenario assessed a cyber attack on Amazon Web Services, a 
major Cloud Service Provider (CSP) with data centres worldwide.

 The cyber attack consists of a malware released into Amazon’s 
network, rapidly self-replicating and causing extensive system 
damage.

 Two scenarios assessed:
− Extreme (duration of outage between 3 and 6 days)
− Very extreme (duration of outage between 5.5 – 11 days)

 Impacts assessed on

1. Business:
− Data loss and exposure to treaties with cyber covers
− Business interruption costs
2. Impact on Group’s operations
3. Economic loss estimate
4. Impact on Group’s solvency & financial flexibility
5. Impact on Group’s rating
6. Liquidity strain

 Overall conclusions

Overall severity: Low
Overall assessment: Main impact on P&C underwriting (treaties)

Affirmative Cyber Scenario: SCOR Cloud Service Provider Outage

Scenario class: Affirmative Cyber (non-historical)
Teams involved: P&C Cyber Working Group, Group Risk 
Management, Life Risk Management, Senior Economist
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Target Model
NAT CAT is relatively mature in its modelling for many peril regions

Exposure:

 Exposure Module: is well understood for most major peril regions

 Hazard Module: Captures additional characteristics of the detailed exposure that could mitigate or exacerbate the exposure

 Financial Module: (Re)Insurance Terms and Conditions required to determine the appropriate Financial Impact.

Risk:

 Hazard Module: Important for the probabilistic modelling of events

Hazard Module Loss Module
(Engineering)

Financial Module Event Loss 
Tables 
(ELTs)

Year Loss 
Tables 
(YLTs)

Event Generation

Local Intensity 
Calculation

Damage 
Estimation 
(Ground Up)

Insured Loss 
Calculation

EP Curves

Cat Model

Hazard Module Vulnerability
Module

Financial
Module Output

Input Data Exposure Data Insurance Policy 
Conditions

Exposure Module

Overview – standard vendor model construction

SCOR Contract 
Terms
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