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Digitalisation is already there !
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Challenges for Risk Managers
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Many Interfaces to manage:
• Chief Information Officers
• Operational Business
• Security Officers
• Finance & Controlling
• Board

Highly sensitive 
Risk Assessment



Scenarios identification
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Scenario identification
• Focus on catastrophic scenarios
• Including clear hypothesis



Assessing financial costs
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Assessing financial cost of each scenario
• Split scenarios in 4 different phases
• Simplify the list of impacted functions
• Compute over/under charge per scenario, per phase
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Financial costs
Scenario x

Security Breach Crisis Remediation
Investments Vigilance

Security Breach
Detection



Next Steps
Provide a rationale for mitigation strategy
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Insurance
Premium 

cost is
efficient

Cost of 
implementing IT 
security

% of 
Mitigation

IT Investment make sense to mitigate
the exposure

Justify the interest of the transfer to 
insurance both for coverage and 
premium budget

• IT investment to reduce the
probability of occurrence, until
the point of time when costs
are too high.

• At that point of time insurance
becomes complementary
(and not competitive) to IT
measures and is efficient from
a costs point of view

Risk identification Risk Assessment Risk Response



Challenges in the dialog between insured and insurers
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• Solve the problem of dialog with insurers : The insurer is
going to ask for our securiry level, are we ready for that ?

• Problem of reputation in the event of a claim

• Following a claim, the insurer might conduct an
expertise … and we do not look favorably to this
practice.



Research Program SystemX-IRT

Lawyers



5 recommendations
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1- Promote Quantified Risk Analysis managed by the risk managers

2- Promote a common language and reference on cyber risks with insurers

3- Improve Communication and clarification on insurance coverage of cyber risks

4- Build the conditions of a trusted dialog between insured and insurers

5- Provide more certainty on legal definition of cyber risks
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